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PE3IOME

HactoAawmii  AOKYMEHT npeacTaBnseT Ccobon TEXHWKO-KOMMEpPUYECKOE MpPeasioXKeHne Mo Teme:
«MpuBepeHne 06BEKTOB KPUTUYECKON MHGOPMALMOHHON MHOPACTPYKTYpPbl B COOTBETCTBME C
TpeboBaHMAMN DepepanbHOro 3akoHa 187-O3 «O 6e30nacHOCTU KPUTUYECKOW WMHPOPMALMOHHOM
MHOPACTPYKTYpbl poccuiickon dpegepaumm» ana 000 «dnekTpoceTn» (ganee — 3aKasuuk).

CofieprkaHue HacToALWLEro AOKYMEHTA OCHOBAHO Ha OMbITe BbINOJAHEHUA aHaNOMMUYHbIX (N0 NpeaMeTHOM
obnactu, macwTaby NnpeanpuUATUSA U UCNONb3yeMbIX CPEACTB aBTOMaTM3aLUMmM) NPOEKTOB.

O6uwas ctommocTb paboT coctaBut 453 726 (YeTblpecTta NATbAECAT TPU TbICAYM CEMbCOT ABaAuaTb
wecTb) pybneit 00 Koneek, ¢ yuetom HAOC 20%, npu obLiel gnmtenbHocTM B 23 pabounx gHeii.

LEJTb TMPOEKTA

1. TMpuBeaeHue B COOTBETCTBME 0becrneyeHns 6e30nacHOCTN 0OBEKTOB KPUTUUECKO MHPPACTPYKTYpPbI
TpeboBaHMAM 3aKoHO4ATENLCTBA PO.

2. MUHMMM3ALMA PUCKOB, CBA3AHHbIX C MPOBEPKAMU PErynaTopos.

3. TloBblWeHMe BHYTPEHHEN ANCUMNANHBI COTPYAHMUKOB, BOBAEUYEHHbIX B NPoLLecchl GYHKUMOHUPOBAHMSA

06bEKTOB KPUTUYECKOM MHDPACTPYKTYPbI

PELLUEHUE

Ana poctnxkeHma NocTaB/eHHOM uenun npegnaraem nposectun cneayouime pa6OTbIZ

1. O6cneposaHue n cbop cBegeHuin 06 obbekTax KUN

2. KarteropupoBsaHue ob6bekToB KNU

FPAHNLIBI NMPOBEAEHNA PABOT

Mpu NnposegeHUM paboT AeNCTBYIOT caeaytolimne TpeboBaHUA U OrpaHNYEeHUs:

= 3aKasyMKk 00s3yeTcA CBOEBPEMEHHO YBEAOMATb WCMNOJHUTENA 00 W3MeHeHuUAaX Ou3Hec-
npoueccos, IT-nHdpacTpyKTypbl U Mep 3awmTbl MHGOPMALUM, BXOAALLMX B 061aCTb NpoBeaeHUs
pabor.

=  UHTepBblOMpPOBaHNE PABOTHMKOB MPOBOAMUTCS OYHO HA TEPPUTOPUU LEHTPasbHOTO oduca
3aKa3umKa No agpecy: yAaneHHO C UCNONb30BaHMEM CPeACTB cBs3u (TenedoH, Skype n T.n.).

=  O6nacTb NnpoBeaeHUA paboT BrkAtoyaeT: 000 «IneKTpoceTn»

= CornacoBaHue pa3paboTaHHbIX 4OKYMEHTOB COCTaBAAET He bosnee 5 pabounx gHen ¢ MOMEHTa UX
npeaocTaBneHna 3aKasunky n He bonee 3 utepaumii.

= Konunyectso MHPOPMALMOHHBIX cucTem He Bonee 2

=  KO/M4yecTBO aBTOMATU3UPOBAHHbIX CUCTEM YNPaBAEHUA TEXHOIOrMYECKMM npoueccom (ACY TM)
He 6onee 2



3TAIbI

3tan 1. ObcnepoBaHme 1 cbop cBegeHMn 06 obbekTax KU

Ha paHHOM 3Tame npoBoAMTCA AeTasbHoe obcneposaHue 6u3Hec-npoueccos, IT-MHPPACTPYKTYpPbI U
OeVCTBYIOLMX Mep 3aLLMTbl UHOpMaLUN.

Cbop cBeaeHuit nposoauTca B ¢GoOpmMe WHTEPBbLIOMPOBAHUA U (MAM) B Popme aHKEeTUPOBAHUS C
MCNO/NIb30BaHMEM OMPOCHbIX AuctoB. [lpu cbope UHOOPMAUMM TaKKe MNPOBOAUTCA aHanu3
OpraHM3aLUMOHHO-PACNOPAANTENIbHOM  AOKYMEHTauuu, pernameHtupytowen Wb wn  IT-npouecchl
3aKasuukKa.

[aHHbIM 3Tan BKAtoYaeT B cebs cheaytowme paboThbl:

=  cbop MHPopmaumm 06 agpecax pasmelleHma obbekTos KUN;

= c60op MHOOPMALUM O AOMKHOCTHBIX INLAX U CTPYKTYPHbIX NoApasae/ieHusax, OTBETCTBEHHbIX 3a
obecneyeHne 6esonacHocT ob6bekToB KUU, O Anuax M CTPYKTYPHbIX NOAPa3LeneHusx,
aKcnayaTupytowmx obbekTol KUU (npu Hannuum);

= cbop UHOOpMauumn 06 apxmTekType obbekToB KWW, aBTOMATM3MPOBAHHbLIX pPaboumx mecTax,
cepBepax, akTMBHOM CETEBOM W TeJIEKOMMYHWKaALMOHHOM 060pyA0BaHUKM, obecrneynBatoLLeM
BbINONHEHWE YHKLMI 06beKTa KU no ero HasHayYeHuo;

= onpegeneHve nopagKa B3aumomencTsma obbvekToB KUU ¢ apyrumun MHPOPMaLMOHHbIMU
cMCTEMaMM, BKJ/lOYasi B3aMmogenctsme ¢  gpyrumm obbektamum KWUU, uenm wm cnocobe
B3aMmogencTema o6vekToB KUU ¢ ceTamm aneKkTpocsasy;

= onpeaeneHWe pPeasiM30BaHHbLIX OPraHU3aAUMOHHbLIX U TEXHUYECKUX Mep, MPUMEHAEMbIX AAA
obecneyeHuns 6esonacHocTM o06bekToB KWW, nepeyHs npumeHAeMbIX CPeacTB 3aluuTbI
nHbopmauum n Hanmummn ceptnudukatos PCTIK Poccuu n (unm) dCB Poccuu.

Pe3ynbTaTbl 3Tana
Pe3yn bTaTOM 3Tana ABNAKOTCA:

*" nepeyeHb 06beKTOB KNU;
"  [PMKa3 0 CO3A4aHUN KOMUCCUM MO KaTeropupoBaHuio 0b6bekTos KUN.

3tan 2. KateropupoBaHue o6beKkToB KU

Ha gaHHOM 3Tane BbINOMHAKOTCA Ciegytowme pa60TbI:

= onpeaenieHMe KaTeropuin Hapylmutenem, MX OCHOBHbIX BO3MOMHOCTEW M WX [ENCTBUN B
OTHOLLEeHUn obbekToB KUU;

"  3Ha/N3 BO3MOXHbIX Yyrpo3 6e3onacHoCTM WHOPMALMKM, KOTOpble MOryT MpPUMBECTU K
BO3HWMKHOBEHMIO KOMMbIOTEPHbIX MHUMAEHTOB Ha ob6bektax KWW wnm obocHoBaHue ux
HeaKTyaNbHOCTU;

= onpeaeneHne BOSMOXKHbIX MOCNEACTBUI B C/ly4ae BOSHUKHOBEHUA KOMMbIOTEPHbIX MHLMUAEHTOB;

= OUEeHKy macwTaba nocneacTBUiM B Cly4ae BOSHUKHOBEHMA KOMMbIOTEPHbIX MHUMAEHTOB;

"  NpPUCBOEHWE KaTeropuum sHaummoctu obbekTtam KUU nnbo npuHATHE pelseHns ob oTcyTcTBum
HeobXxoAMMOCTM MNPUCBOEHUA KATEropMM 3HAYMMOCTM B COOTBETCTBMM C MOKa3aTensimu



3HA4YNMMOCTU, YKa3aHHbIMAN B I'Iepequ nokasaTe/siei 3Ha4YMmocCTu U obocHOBaHMe NOoNy4YeHHbIX
3HAYEHWUI NN KX OTCYyTCTBMUA.

Pe3ynbTatbl 3Tana
Pe3yn bTaTOM 3TaNa ABNAKOTCA:

" QKT KaTeropmpoBaHus obbekTa (06bekToB) KUU;

= cBeAeHUA 0 pesynbTaTax npucBoeHus obvekTy KUWU ogHol ns Kateropuii 3Haummoctn nmbo o6
OTCYTCTBMM HEOOXOAMMOCTU MPUCBOEHUA €My OAHOW M3 TaKMX KaTeropuit (ans OoTnpaBKM BO
®CT3K Poccun).

MNOPAZIOK NPEAOCTABNEHWSA NOATOTOBAEHHbIX JOKYMEHTOB

Mo npeaBapuTENbLHOMY COrIaCOBaHUIO COCTaB M HaMeHOBaHMA pa3pabaTbiBaeMbIX JOKYMEHTOB MOTYT
6bITb U3MEHEHbBI B X0 BbINOMHEHUA paborT.

CornacosaHve [AOKYMEHTOB B MpoLECCe WX MOAroTOBKM OyAeT OCyWeCTBAATbCA AUCTaHUMOHHO C
MCMNONIb30BaHNEM BO3MOXHOCTEM 3NEKTPOHHOM MOYTbl B PEKMME OAHOBPEMEHHOW PacCbUIKU
3N1EKTPOHHbIX BEPCUI JOKYMEHTOB BCEM 3aMHTEPECOBAHHbIM CTOPOHAM.

Mo 3aBepleHnn Bcex paboT AoKyMeHTauusa byaer npefocTaBneHa B neyaTtHOM (0AUH 3K3emnaap) u B
3/1eKTPOHHOM BUAae (0AMH 3K3eMNAAp). INEKTPOHHbIN BUA, AOKYMEHTOB byaeT cooTBeTCcTBOBaTh popmaty
peaaktopa Microsoft Word.

®VNHAHCOBOE MNPEA/TOXKEHUE

Ycnyru
No HauMeHOBaHME VEAVT DnvtenbHocTb, pab. CroumocTb ¢
- yeny OHeil HAC, py6.
1 OnpeneneHne KPUTUHECKUX NPOLLECCOB U NepeyHsa 13 270985
o06bekToB KUW
2 KateropuposaHue ob6bektos KNU 10 178 741
WUrtoro: 23 453 726

* [lnumensHocmeo npedcmasneHa 8 paboyux OHAX. CPOKU 8bINOAHEHUA pabom Mo2ym c08u2amecs Ha 8pems, Heobxodumoe Bam
019 npedocmasneHus UHopmayuu u obpamHoli cea3u.

** Onnama ocywecmeansemca no cxeme: 50% — npedonaama om cmoumocmu amana, 50% o 3aeepuweHuto pabom 8 meyeHuu
10-mu (0ecamu) paboyux OHeli c damel 3a8epuieHus pabom u NOONUCAHUA AKMA cOaYU-MPUEMKU.

KOHTAKTDbI

NlaBpoHeHKoBa AHacTacma eHHaabeBHa,
MeHepep

+7 903 553-18-04
lavronenkova@in4security.com
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O KOMMAHUNAX

Softline — nunanpylowmin mexayHapoaHbln nocTaBwmk UT-pelweHnit M cepBMCcOB, paboTarolmii Ha
pbiHKax Poccuu, CHI, NlatvHckon Amepuku, UHamm wn HOro-BoctouHon Asumn. Mbl npegnaraem
KOMM/IEKCHbIE TEXHO/IOTMYECKME PELLEHUS, IMLLEH3MPOBAHME NPOrpamMMHOro obecnedyeHus, annapaTHoe
obecneyeHne u WUT-ycayrn. CobecTBeHHas obnayHas nnatpopma Softline obecneumBaet KaveHToB
AOCTYNOM K MyB6/IMYHbBIM, YaCTHBIM U TMBPUAHBIM 061aUYHBIM PeLLEHUAM.

KnueHtbl Softline — 310 6051ee 60 000 YacCTHbIX M FOCYAapCTBEHHbIX OpraHn3auunii Bcex maclwtabos — ot
KpynHbix xonanHros 4o CMb. bonee 1000 akKayHT-meHeaXepoB M mapketonoros, 800 MHXeHepoB U
pa3paboTunMKoB 0HCNYKMBAIOT HALIMX 3aKa34YMKOB M MOMOTAOT UM BblbpaTb ONTUMabHble UT-peLueHus.
Softline — KAMEHTOOpPMEHTMPOBaAHHAsA KOMMNAHWA: Mbl BCErga HaxOAMMCA Ha CTOPOHE K/AMEHTA U
npeanaraem peleHus, Haunyywmm obpasom pellatolive ero 3afayvu, BHe 3aBUMCMMOCTM OT BpeHaa.
MNoapobHee — Ha softline.ru.

Infosecurity — cneuManuMsMpoBaHHbLIN CepBUC-NpPOBaiaep, OKasbiBaloWMn ycayrm B chepe
nHbopmaumoHHo 6esonacHocTy, IT n KoHcanTuHra, amueHsmat PCb Poccnn n @CTIK Poccum, BxoauT B
rpynny komnaHui Softline.

KntoueBble cepBuchl Infosecurity — pearnpoBaHMe Ha MHUMAEHTbI MHPOPMaLMOHHON He30MacHoOCTH,
npenoTepalleHne yteyeK JAaHHbix (DLP), 3awmta OT yrpo3 HyneBoro AHA, nogaepxka MWUT-
MHPpPacTPyKTypbl. KOMNaHUA ycnewHo BHeAPAET U COMPOBOXKAAET CUCTEMbI 3aWMTbl MHPOpPMAUUM B
Pa3/INYHbIX OTPACAAX — GUHAHCbI, MPOMbILWAEHHOCTb, FOCYAapPCTBEHHbIN CEKTOP, MeANLUMHa U 4p.

Infosecurity aBnaeTca uneHom mexayHapogHon depepaumm FIRST, a COBCTBEHHbIN LLEHTP MOHUTOPUHIA
M pearnpoBaHMA Ha MHUMAEHTbI MHbOPMaLMOHHON BesonacHocTu (Infosecurity CERT) anueH3snpoBaH
yHusepcuteTom KapHern-MennoH. KomnaHus pa3sBMBaeT CBOM PELLEHUN — CEPBUC BbIABIEHUSA Yrpo3 As
6usHeca (ETHIC) u LleHTp MOHWUTOpPMHra W pearMpoBaHuMa Ha uHUMAeHTbl (SOC). B oTaenbHoe
Hanpas/ieHWe BblAE/EHO BHEAPEHME U aHAIMTUYECKas nogaep:kka DLP-cuctem, cepBumC MO ynpaB/ieHuto
HaBblkamu UB (TRAINING CENTER). NoapobHee — Ha indsecurity.com.

KOMAHZAA MPOEKTA

KomaHga coctonT 13 30 aHa/IMTMKOB-KOHCYNbTaHTOB C BbicMM obpa3oBaHmem B ob6iactm UB. KomaHaa
3aBepLwmaa 6onee 100 npoeKTOB MO 3aWMTe 0OBEKTOB KPUTUUYECKOM MHpACTPYKTypbl M ACY Tl 3a 5 ner.
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OTKPbITbIE PEQEPEHCbI MO OBECNEYEHWNIO BESOMACHOCTH
KPUTUYECKOW MHOOPMALIMOHHOMN MHOPACTPYKTYPbI
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